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Abstract: In this article we analyze the problem of attack against
cryptosystems, based on the difficulty of the factorization of odd numbers by using
the Lenstra method. Effective ways of realizing this attack in modern realities and
their economic feasibility were explored. In the course of the article, the reliability of
systems based on the problem of factorization of large numbers in the attempts of
hacking by the method of elliptic curves was proved. Specific ways of improving the
already existing implementation of ECM were given; other more effective algorithms
of attacks based on factorization were mentioned.
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In modern investment projects for each period of work of the company
reporting is formed. For such projects, it is extremely important to protect
information from attacks from outside, since any leakage of information can lead to
significant financial losses and a reduction in investment flows. Therefore, it is
extremely important to have reliable means of information protection.

A large number of public-key cryptosystems are based on the practical
difficulty of the factorization of large odd numbers, for example, cryptosystems based
on the RSA algorithm. The RSA cryptosystem became the first system which is
correct for both encryption and digital signature algorithms. RSA is used in a large
number of cryptographic applications, including PGP, S / MIME, TLS / SSL, IPSEC
/ IKE and others [1]. The RSA keys of 1024 bits or more in length can be used as a
reliable encryption system. Encryption key length of 1024 bit should be refused in the
next three to four years [2].

The majority of attacks are associated with the misuse of the RSA algorithm as
much as with the implementation of the RSA system and also with using small open
or closed parameters. They all do not appear in case of competence in the
implementation of the cryptosystem. The enemy can easily find the secret exponent
and thereby hack the RSA by knowing the decomposition of the module into the
multiplication of two prime numbers. It is currently unknown whether there exists an
effective non-quantum factorization algorithm for integers. However, there is also no
proof that there is no solution of this problem in polynomial time. The Lenstra
elliptic-curve factorization or the elliptic-curve factorization method (ECM) is a fast
sub-exponential [3] algorithm for integer factorization, which employs elliptic curves.
In practice, it is mostly correct for finding small prime divisors of a number and
therefore it is considered as a highly specialized algorithm. It is the best algorithm for
finding simple divisors of 20 character length (64-83 bits in size), because its
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difficulty basically depends on the smallest prime divisor p, and not on the factorized
number [4]. This fact is a significant disadvantage of this method in this particular
case, since the RSA algorithm is based on multiplying two large primes. Accordingly,
the Lenstra method in this case is not optimal for attacking a cryptosystem based on
it. For general-purpose factoring; ECM is the third-fastest known factoring method
[5]. Let the smallest divisor of a number n equals p . Then the number of performed

J(2+0(1))In pin(In p)

. . . . 2
arithmetic operations can be estimated as: e In“n

(OrL, B V2 } at L-notation).

It is possible to obtain an almost linear acceleration due to the parallel
implementation of ECM with a distributed memory. Thus, an attacker can effectively
use the opportunity to obtain a large amount of computing power with the help of
cloud computing provided by a number of services, such as Amazon [7].
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Pic.1. The measurement results for ECM; nl, n2, n4, n§ — using one, two, four

and eight processors respectively [6].
The correct choice of boundaries B,...B, allows getting the fastest running time

of the algorithm. The Brent’s table [8], which indicates the recommended boundary
values for close numbers of a certain bit depth, can be used for the correct choice of
such boundaries.

It is sufficient to increase the size of the RSA key to highly increase difficulty
of factorization, even if an attacker is using a cloud computing. The increase in the
productive capacity of the attacker, in the realities of the world, indicates an increase
in the capacity of the user. Therefore, the security of the open RSA key is
unquestionable without a significant breakthrough in the methods of factoring the
number of its hacking in the acceptable time is not feasible.

In this case, it should be remembered about the economic feasibility of using a
large amount of computing power and numbers of greater bit capacity should be used
to protect more valuable information. Based on the above, the use of cryptographic
applications based on the RSA algorithm, in conditions of the possibility of an attack
using ECM, is economically justified. Sub-exponential algorithms are not able to
provide a hacking system for an expedient time.

On the other hand, there is a question - is the use of algorithms based on the
difficulty of factoring large numbers of odd is advantageous in comparison with
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existing algorithms based discrete logarithm difficulty (DSA, ECDSA), which
computational difficulty is defined as the exponential or even is algorithmically
insoluble [9]. In particular, when it is possible to use a cryptosystem with a structure
in which the computational complexity of the discrete logarithm is exponential, and
at the same time a high level of resistance to unauthorized access to messages is
guaranteed [10]. Also, the question remains on the security of such cryptosystems
when quantum computers realize the already existing and grounded quantum Shore’s
factorization algorithm that can solve the factorization problem in polynomial time

[11].
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